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In the knowledge and information socidétye means of information
recording have been changing, as a result a part of our history is
recorded in an electronical way.

Applying of information and communication tools in the managem
of organizations has caused the appearancelotements.

E- documents are an integral part of the state information resourse
Information in edocuments is recorded in an electronical way and ||

available only using the corresponding software and hardware tog

As well as other forms (e. g. paper documentslp@iments are
managed in accordance with the same theoretical and methodoloc
regulations.
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The life of a documentgoesthroughphasesstartingfrom
whenit is createdor receivedby the institution throughto
Its use, maintenanceand storage before finally being
destroyedr archivedpermanently

E-documentsare distinguishedoy their form aswell asby
thefeaturesf theirmanagementvhich areinfluencedby:

. boththeconceptiomandthe structureof ane-document

. softwareandhardwargools

. theauthoritygivento relevantinstitutions




SAL ACTS RELATED TO
NAGEMENT

E-document meansa documentcreated approved
or received by legal or natural person using
measuref IT and signedwith legaly approved
electronic signature, in determined order
establishedby legal acts

Content of an e-document meansa part of e
documentwhere information in textual, visual or
any otherform is presentedexceptmetadataand
electronicsignature®f ane-document

Metadata meansstructureddata,describingthe e-
documentstructure environmentand management
throughthelifecycle.

Electronic signature means data, which are
inserted,attachedto or logically associatedwith
other data for the purpose of confirming the
authenticityof the latterand(or) identification of
the signatory
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E-DOCUMENT.MANAGEMENT SYSTEM
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(asystetme ans the institutionds document m
information technologies and dedicated to create, registrate, arrange, preserve and des
e-documents

A E-documentmanagementhroughoutthe whole lifecycle
(creation,arrangementstorageand destruction)is carried
COMPUTERISED DOCUMENTS outinto thee-documentsnanagemergystem

MANAGMENT SYSTEM A Many Lithuanian public sector institutions have

computeriseddocuments managementsystems and use

=== thgm for paper documentsregistration, digital copies of

N official paper documents managementand rarely for

managemendf e-documents

A At that momentmore than 200 public sectoragencieshad

applyedcomputeriseddocumentananagemensystemsfor
managemendf ADOC formate-documents

A Interoperabilityof the ADOC format e-documentsenables
the transferof the e-documentcreatedin one systeminto
any other system,whereit can be verified for authenticity
and suitability for the longterm preservation,if the
software of these two systems correspondsto the
requirementgomplywith ADOC specification




THE LIFE CYOL

CREATION

A SET REQUIREMENTS FOR

E-DOCUMENTS SPECIFICATIONS
A Specification 7 is a document
which prescribegechnicalfeaturesof
the e-documentsigned by electronic
signatureas well asits characteristics
andfunctions
A There are three of them:
ADOC V1-0
MDOC V1-0
EGAS V1-0
PDF-LT-V1.0 (PROJECT)

ARRANGEMENT

A Electronic file meansa file of e
documents as well as associated
information structured according to
certaincriteria

A E-documents of institutions are
managedt afile level

A Thosedocumentsareassignedo a
certain file according to the
preservatiorperiodprovided

A Having finished e-files they are
included into the determined
inventory.
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PRESERVATION

A An institution shouldensurethatboththe
content of an e-documentas well as the
metadatawill be read during the whole
period of the documentstorage andthat it
will be possible to check the qualified
electronicsignatures

A In the institution spare copies of the e-
documentsshould be madeas well as spare
copies of the data related to them by
transferingthe datafrom the main mediainto
othermedia

A In order to preserve e-documents the
following actions can be performed
refreshement replication repackaging
reversible transformation or making

DESTRUCTION OR TRANSFER

A In the institution the documentsare kept for
the definite time (10 or more yeary. The
documentdor repealare selectedonly after the
periodhasexpired

A In theinstitution organizationabndtechnical
measuresshould be foreseento ensurethat all

the e-files, their volumes,e-documentsas well

astheir sparecopies chosento repeal would be
completelydestroyedand it will be impossible
to berestorethem usingstandardr specialdata
recoverytools

A Public sector institutions (about 700), that
make permanently preserved documents
transmit permanentlyand longi term preserved
documents to the state archives Other

converted copies (signing them using jnstitutions shortly and long-term preservede-

electronicsignature.

documentshouldstore themselves




£ DOCUMENTS TRA

R P
o SR {
. ?’;' .
€3 ‘ ' ,;. AN
S ) g T
'71’.“ al: i ac- iy J
2 gt Bt
SHYNC IR b A °
4 ) " Kb - RFT

C Regardingto the Instruction on electronicdocumentstransfer public
sectoragencieshould

Atransfere-documentsto state archivesover 5 yearssince e-files have
beencompleted

Atransfere-documentausing electroniccommunicationchannels(through
EAIS) or in physicalmedia(CD, DVD andetc).

C E-documentshouldbetransferedy packagesTransfempackaganeans
e-documentandinformationrelatedto thesedocuments

C Recentlypublic sectoragenciesan transfere-documentdn ADOC or
EGASe-documenformatto statearchives

C Beforereceivinge-documentsstatearchivesmustassurevhetherall e-

documentsindicated in inventories exist, verify whether e-documents
comply with concretee-documentsspecificationrequirementsas well as
verify their contentmetadataandelectronicsignaturesandetc




(http://eais—pub.archvvai.It/eais)

C EAIS was createdin the courseof carryingout the project n T hceeationof electronical
archivei nf r a st InwOOH 20L3e BU Structural Funds supportfor executionof this
project was received according to the economical growth action p r o g r @iamiéy s3
Nl nf orSoa@etyforcev er ybodyn

C Lithuanianstatearchiveshavean integral EAIS, which is readyfor acceptingand storing
electronicdocumentsof National DocumentaryFond, providing a legal accessto the stored
documentausinglT andproviding electronicservices

A A unigueinformationsystemmakeit possibleto submitto the statearchivesthe e-documents
signedby e-signatureassuringheir integrity, authenticity,confidentialityandpossibility to use
andstorethemalongor unlimited time.

A Thepossibilityto usee-documentsinlimitedtime is assuredy convertingtheir contentsinto
long-term storagefiles (PDF/A format) and formatsfor previewingthe documentsn internet
(PNG and JPEG) In the future theseformats will be regularly reviewed and updated E-
documentswill be physically storedin two geographicallyremotedelectronic archive data
centreqonein Vilnius, anothern Gi aul i ai )

A During the projectsoftwaretools of free accessibilityfor preparatiorof official e-documents,
signingthemby e-signature preview,andverificationwasdeveloped

< https://signa.mitsoft.lt/sigraveb/app/index.html/In/ern



https://signa.mitsoft.lt/signa-web/app/index.html/ln/en
https://signa.mitsoft.lt/signa-web/app/index.html/ln/en
https://signa.mitsoft.lt/signa-web/app/index.html/ln/en
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EAIS MODULE 4

MODULE OF DOCUMENTS MANAGEMENT SUPERVISION

It provides the possibility for public agenciesto coordinate registration data
(documentatiomplans inventories etc with statearchive3

MODULE OF ELECTRONIC DOCUMENTS TRANSFER

It performsand managedransferof e-documentsfrom public agencyas well as
acceptanceof thesedocumentsin state archives State archiveswill be informed
aboutintendeddocumentgransfer Statearchivesaregoingto conductverification of

receiveddocumentsmakedecisionson their acceptangeorganizetheir incorporate
into storage

MODULE OF DOCUMENTS PUBLICATION AND PRESENTATION

It is designedor information aboutpreserveddocumentsaswell astheir publicity.
Sy st esargvidl beableto searchandreviewdocuments

MODULE OF ELECTRONIC DOCUMENTS STORAGE

It is designedfor physical preservationof e-documents timely their content
transformationto formats suitable for long-term preservation repeatedarchival
statemenandfor conductiongpf otherfunctions

MODULE OF ADMINISTRATION

It performsadministrationof the system(arrangemenof configuration sizers of
USersor agenciep




=

PRESEFNgB oéd'ff

The objects of Electronic Documents Repository

Original electronic documents Transformed copies of electronic documents

Converted content of
electronic document
Permanent Lu%g-term into long-term storage Converted copias
storage 26 51 Urnage files (PDF/A-1 format) | | for usage outside
(26-100 years) signed by electronic the system

signature

Converted electronic documents copies for previewing
on the Internet (PNG and JPEG formats)




MANAGﬁNG E DOCUI\/IENTS IN LITHUANIA THERE

A Be more coherentintersubjectand interinstitutionalcooperation
In the sphereof e-signatureande-documents

A Bethespecificationof e-documentsipplyingrangedefined(how
manyof themmight be)

A It is alsonecessaryo ensurethe exchangeof ADOC and other
specificatione-documentswith other EU states,as well as to
decidewhat electronicsignatureformatsto usewhile creatinge-
documents

A Also the questionsconcerningtechnicaltools necessaryfor e-
documentsnanagemerghouldbe solved




